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General application

• Responsible parties (i.e. your 
organisation) will have to be 
POPIA-compliant by 1 July 2021.

• Subject to certain exclusions, 
POPIA applies when your 
organisation processes personal 
information which is entered into 
a record in South Africa.
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 race, gender, sex, pregnancy, marital 
status, national, ethnic or social origin, 
colour, sexual orientation, age, 
physical or mental health, wellbeing, 
disability, religion, conscience, belief, 
culture and birth

 education or medical, financial, 
criminal or employment history

 any identifying number, symbol, e-mail 
address, physical address, telephone 
number, location information, online 
identifier or other particular assigned 
to the person

 biometric information

 personal opinions, views or 
preferences

 the views or opinions of another 
individual about the person

 correspondence sent by the 
person that is implicitly or 
explicitly of a private/confidential 
nature

 the name of the person if it 
appears with other personal 
information relating to the person, 
or if the disclosure of the name 
itself would reveal information 
about the person

information relating to an identifiable person (living natural person/ 
existing juristic person as far as applicable), i.e.:

What is “personal information”?



personal information concerning:

 the religious or philosophical beliefs, race or 
ethnic origin, trade union membership, political 
persuasion, health or sex life or biometric 
information of a data subject; or

 the criminal behaviour of a data subject to the 
extent that such information relates to:

• the alleged commission by a data 
subject of any offence; or

• any proceedings in respect of any 
offence allegedly committed by a data 
subject or the disposal of such 
proceedings

5

What is special personal information



What is “processing”?

 the collection, receipt, recording, organisation, collation, storage, 
updating or modification, retrieval, alteration, consultation or use

 dissemination by means of transmission, distribution or making 
available in any other form

 merging, linking, restriction, degradation, erasure or destruction of 
information.

any activity concerning personal information, e.g.



Who are the role players?

Data Subject Responsible 
Party

Operator Regulator

Information Officer / 
Deputy Information 

Officer
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The Information Officer
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The Information Officer

• who is the information officer?

• requirement under Section 55 of POPIA

• requirements under the Regs

• liability of the Information Officer

• implementing the Regulations – practical steps for the information 
officer to undertake



CEO beware!

The CEO of a company is designated as the default Information Officer 
and there are certain compulsory duties which the information officer 
must fulfil in order to ensure POPIA compliance.  

CEO can authorize another Information Officer to fulfil function.

Can delegate duties to deputy Information Officers, but according to the 
Information Regulator CEO remains liable for compliance failures.
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The information officer - POPIA

‘‘information officer’’ of, or in relation to, a private body means the head 
of a private body as contemplated in Section 1, of the Promotion of 
Access to Information Act (“PAIA”)



Information officer - PAIA

'head' of, or in relation to, a private body means-

a) in the case of a natural person, that natural person or any person 
duly authorised by that natural person;

b) in the case of a partnership, any partner of the partnership or any 
person duly authorised by the partnership;

c) in the case of a juristic person, (i) the chief executive officer or 
equivalent officer of the juristic person or any person duly 
authorised by that officer; or (ii) the person who is acting as such or 
any person duly authorised by such acting person



Section 55 of POPIA

duties and responsibilities of Information Officer

an information officer’s responsibilities include-

 the encouragement of compliance, by the body, with the conditions for 
the lawful processing of personal information;

 dealing with requests made to the body pursuant to POPIA;

 working with the Regulator in relation to investigations;

 otherwise ensuring compliance by the body with the provisions of 
POPIA; and as may be prescribed



Regulation 4

an information officer must ensure that—

 a compliance framework is developed, implemented, monitored and 
maintained

 a personal information impact assessment is done to ensure that 
adequate measures and standards exist in order to comply with the 
conditions for the lawful processing of personal information 



Regulation 4 cont.

 internal measures are developed together with adequate systems to process 
requests for information or access thereto

 internal awareness sessions are conducted regarding the provisions of the Act, 
regulations made in terms of the Act, codes of conduct, or information 
obtained from the Regulator

 the Information Officer, or a person designated by him or her, can upon 
request of any person provide copies of the manual, to that person upon 
payment of a fee determined by the responsible party which may not be more 
than R3.50 per page



Regulation 4 (cont.) as read with PAIA

 a manual is developed, monitored, maintained and made available as prescribed in 
Sections 14 and 51 of the Promotion of Access to Information Act, 2000 (Act No. 2 of 
2000)

 Per Section 14(c) and 51(c) (PAIA as amended by POPIA) a manual for the purpose of 
PAIA (and POPIA) is developed detailing—

• the purpose of the processing;

• a description of the categories of data subjects and of the information or 
categories of information relating thereto;

• the recipients or categories of recipients to whom the personal information may 
be supplied

• the planned trans-border or cross border flows of personal information; and 

• a general description allowing preliminary assessment of the suitability of 
information security measures to be implemented and monitored by the 
responsible party

 the manual is available—

• on the website, of the responsible party;  and 

• at the office or offices of the responsible party for public inspection during normal 
business hours of that responsible party; 



Information Officer - Liability

• there is some scope for personal liability

• Section 77(K) of PAIA (as amended by POPIA): An information officer of 
a public body or head of a private body who refuses to comply with an 
enforcement notice referred to in section 77J, is guilty of an offence and 
liable upon conviction to fine or to imprisonment for a period not 
exceeding three years or to both such a fine and such imprisonment.

• also liability for obstructing regulator 

• essential that proper contract with powers, recourse and responsibility 
put in place between the Information Officer and the Responsible Party
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Information Regulator’s view

• It has now been confirmed by the Information Regulator that it is 
possible to authorise another person, within the body of the 
responsible party, to be the Information Officer. Such person 
should be at an executive level or equivalent position and that  
such duties should be described in that person’s job description.

• The authorisation to another person who is not the IO must:

• be in writing using the Authorisation Template (attached as 
Annexure B to the Guidance Note) or a substantially similar 
document;

• not prohibit the person (ie, CEO or managing director) who 
made the authorisation from exercising the power concerned 
or performing the duty themselves;

• must be capable of being withdrawn or amended in writing.
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Information Regulator’s view cont.

• The Information Officer must also be registered with the 
Information Regulator’s office. The Information Regulator is 
in the process of setting up an online registration portal and 
have advised this will be up and running from 1 May 
2021. We will be able to advise further about this when the 
system is up.

• It is also expected that the Information Officer receives 
adequate training and keep abreast with POPIA and PAIA
developments. The Guidance Note also addresses Deputy 
Information Officers.
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further processing must 
be compatible with the 
purpose for which 
personal information is 
collected

the purpose for which 
personal information 
is collected must be 
specific, explicitly 
defined and lawful

personal information 
should only be 
obtained by limited 
and lawful 
processing that does 
not unnecessarily 
infringe privacy 

responsible parties 
must comply with 
these eight 
conditions. 

1 2 3 4

Processing 
limitation

Purpose 
specification

Further processing 
limitation

Accountability
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The 8 processing conditions



the data subject has 
certain access rights, 
including a right to 
request its deletion

the integrity and 
confidentiality of the 
personal information 
must be secured 
through technical and 
organisational 
measures

The 8 processing conditions cont.

advise the data 
subject of certain 
mandatory 
information in 
respect of collection 

reasonably 
practicable steps to 
ensure personal 
information is 
complete, accurate, 
not misleading and 
updated 

5 6 7 8

openness
security 
safeguards

data subject 
participation

information 
quality



• a responsible party in the Republic may not transfer personal information about a 
data subject to a third party who is in a foreign country unless certain 
requirements are met

• has far reaching implications for parties who transact in foreign jurisdictions, 
multinationals, companies engaged in cloud-computing transactions, outsourcing 
transactions etc.

• however will also apply to anybody sending an email or other communication 
containing personal information to a foreign country

Transborder information flows cont.



• third party must be subject to

o a law; or

o binding corporate rules; or

o binding agreement

which provides an adequate level of protection (i) substantially similar to the 
principles and (ii) includes provisions substantially similar to restrict further 
transfer

• the data subject consents to the transfer

Transborder information flows cont.



• transfer is necessary for the performance of a contract between the data 
subject and the responsible party, or the implementation of pre-contractual 
measures taken in response to a data subject’s request

• transfer is necessary for the conclusion or performance of a contract 
concluded in the interest of the data subject

• the transfer is for the benefit of the data subject and (i) not reasonably 
practicable to obtain consent and (ii) if it were reasonably practicable, the 
data subject would be likely to give consent

Transborder information flows cont.



Prior authorisation

• In terms of section 57 the responsible party must obtain prior authorisation 
from the Regulator on a once-off basis, in terms of section 58, prior to any 
processing if that responsible party plans to-

• process any unique identifiers (defined as “any identifier that is assigned 
to a data subject and is used by a responsible party for the purposes of 
the operations of that responsible party and that uniquely identifies that 
data subject in relation to that responsible party”) of data subjects-

• for a purpose other than the 1 (one) for which the identifier was 
specifically intended at collection; and

• with the aim of linking the information together with information 
processed by other responsible parties (clearly this could include 
other group entities);

• process information on criminal behaviour or on unlawful or 
objectionable conduct on behalf of third parties;

• process information for the purposes of credit reporting (such as a credit 
bureau); or

• transfer special personal information or the personal information of 
children under 18 (eighteen), to a third party in a foreign country that 
does not provide an adequate level of protection for the processing of 
personal information.
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• The method for obtaining prior authorisation is set out in section 58, 
which provides that the relevant information processing must be 
notified by the responsible party to the Regulator.

• Responsible parties may not carry out information processing that 
has been notified to the Regulator until the Regulator has completed 
its investigation or until they have received notice that a more 
detailed investigation will not be conducted. Under section 114(3), 
this provision does not apply to processing, which is taking place on 
the date of commencement of POPIA, until the Regulator 
determines otherwise by notice in Gazette. determines otherwise by 
notice in Gazette which happened on 1 April. This section kicks in on 
1 July 2021.

• The Regulator must inform the responsible party in writing within 4 
weeks of the notification as to whether or not it will conduct a more 
detailed investigation. 

• If the Regulator decides to conduct a more detailed investigation, it 
must indicate the period within which it plans to conduct this 
investigation, which period must not exceed 13 (thirteen) weeks. On 
conclusion of such investigation, the Regulator must issue a 
statement concerning the lawfulness of the information processing.
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• A responsible party that has suspended its processing pending 
feedback from the Regulator and which has not received the 
Regulator’s decision within the time limits specified above, may 
presume a decision in its favour and continue with its processing.

• In terms of section 59, failure to obtain prior authorisation is an 
offence and upon conviction may lead to a fine or to 
imprisonment for a period not exceeding 12 (twelve) months, or 
to both a fine and such imprisonment.

• The Information Regulator has on 11 March 2021 published an 
Invitation to Apply for Prior Authorisation on 11 March 2021, 
together with a Guidance Note on the application for prior 
authorisation and the form to be used by responsible parties in 
obtaining such prior authorisation. 

• https://www.justice.gov.za/inforeg/docs/InfoRegSA-Invite-
PriorAuthorisation-20210311.pdf
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Direct marketing

Direct marketing by mean to approach a 
data subject, either in person or by mail 
or electronic communication, for the 
direct or indirect purpose of:

(a) promoting or offering to supply, in the 
ordinary course of business, any goods or 
services to the data subject; or

(b) requesting the data subject to make a 
donation of any kind for any reason.
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context of sale

Direct marketing cont.



• Section 22 of POPIA imposes a mandatory security compromise 
notification obligation:

“Where there are reasonable grounds to believe that the 
personal information of a data subject has been accessed or 
acquired by any unauthorised person, the responsible party
must notify…” 
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Regulator & Data Subjects

Comprehensive Notification

Quick Turnaround

Defending the Breach – security compromises POPIA



Security Compromises – important concepts 
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Definition of 
Security 

Compromise?

• Not defined in POPIA : “personal data breach”, under the GDPR
means “a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access 
to, personal data [information] transmitted, stored or otherwise 
processed”

Role Players: 
Operator or 

Responsible Party

• The responsible party, in terms of POPIA, bears the onus and 
obligation to make a report to the Regulator and affected data 
subjects. Ultimately, it is the responsible party who will be liable 
to affected data subjects for civil claims for damages, and/or to 
the Regulator for enforcement action, in the event that it fails to, 
inter alia, comply with its notification obligations



POPIA checklist (“Must haves”)

By the deadline (1 July 2021), in addition to general compliance with POPIA, your organisation would 
be obliged to:

• Appoint an information officer – in the absence of such appointment, this will automatically be 
the head of the organisation and register same with the Regulator;

• Make certain mandatary disclosures to data subjects, including with whom their personal 
information is shared (i.e. Privacy Statement);

• Develop, implement and maintain a POPIA compliance framework;

• Develop a data protection policy;

• Conduct personal information impact assessments to ensure that adequate measures and 
standards exist in order to comply with the conditions for the lawful processing of personal 
information (i.e. POPIA audit questionnaires and Gap Analysis);

• Develop monitor and maintain of a manual as prescribed in the Promotion of Access to 
Information Act, 2000 (i.e. a PAIA manual);

• Develop internal measures, together with adequate systems, to process requests for 
information or access thereto (i.e. a data subject access request policy); 

• Conduct internal awareness and training sessions; 

• Include certain mandatory provisions in its agreements with operators (i.e. third parties who 
process personal information on its behalf); and

• In some instances prior authorisation must be obtained from the Regulator, including where 
the responsible party transfers special personal information or information of children to 
countries without adequate data protection laws. (We often see this in the HR space when 
dealing with multinationals.) From 1 July 2021 onwards, such processing would have to be 
suspended unless it has been authorised by the Regulator. 
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non-compliance

criminal

• any person may lodge a complaint with Regulator

• the Regulator may try and secure settlement

• if no settlement possible, the Regulator may initiate 
investigation

• if breach, the Regulator may issue enforcement notice

civil

• data subject / Regulator may sue responsible party for 
damages



non-compliance cont.

criminal

• 12 months to 10 years/fine (R10 million!) or both

civil

• uncertain what amounts would be awarded, but court would 
be entitled to award:

• damages for patrimonial and non-patrimonial loss

• aggravated damages

• interest

• legal fees
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thank you 

Africa’s largest law firm
ENSafrica.com

No information provided herein may in any way be construed as legal advice from ENSafrica and/or any of its personnel. Professional advice must 
be sought from ENSafrica before any action is taken based on the information provided herein, and consent must be obtained from ENSafrica 
before the information provided herein is reproduced in any way. ENSafrica disclaims any responsibility for positions taken without due 
consultation and/or information reproduced without due consent, and no person shall have any claim of any nature whatsoever arising out of, or 
in connection with, the information provided herein against ENSafrica and/or any of its personnel. Any values, such as currency (and their 
indicators), and/or dates provided herein are indicative and for information purposes only, and ENSafrica does not warrant the correctness, 
completeness or accuracy of the information provided herein in any way.


